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1   Introduction
Introduction

Intended audience
This document is for IT professionals, non-IT or personnel with knowledge of
database installation and configuration. This document is not intended to replace the
official Microsoft documentation for Microsoft SQL.

Refer to the Microsoft website for more detailed and official Microsoft SQL Server
resources: https://docs.microsoft.com/en-us/sql/database-engine/install-windows/
install-sql-server-from-the-installation-wizard-setup

Intended use
This document provides step-by-step instructions on how to install the Microsoft SQL
database and the Device Manager application.

Conventions
The following conventions may be used in this guide:

• Menu items and buttons appear in bold text.
• Screen, text box, and drop-down menu titles are spelled and punctuated exactly as

they appear on the screen.
• Document titles appear in italics.
• Text or commands that a user needs to enter are displayed as text in a different

font or in a text box as shown in these examples:

1. On the command line, enter net stop program

2. Create a batch file that includes these commands:

net stop program
gbak -rep -user PROGRAMLOG.FBK

• Icons are used to draw your attention to certain pieces of information. Examples:

This is a NOTE icon. This indicates information that is useful to know.

This is a CAUTION icon. This indicates important information that you
need to know, including such things as data loss if the procedure is not
done properly.
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This is a TIP icon. It indicates a small but useful piece of practical,
non-essential information.

Assumptions

Firebird
• There is only one database installed on the machine, which is the one being used

with Device Manager
• The Firebird database will be installed in the same machine as the Device

Manager application

Microsoft SQL
• The Microsoft SQL database will be installed on the same machine as the Device

Manager application.

For other configuration options, contact your support personnel for supplemental
instructions.

• There is only one database administrator that will access the database locally.
• There is only one database installed on the machine, which is the one being used

with Device Manager.

Prerequisites
Before you install the database, you must make sure all the prerequisites are satisfied.

• See System Requirements
• Determine the Microsoft SQL Server version to install based on your needs:

Enterprise or Express.

(https://www.microsoft.com/en-us/sql-server/sql-server-2016)

• For Express: This entry-level version of Microsoft SQL Server has a small set of
prerequisites. The maximum limit of the database is 10 GB.

• For Enterprise: The enterprise version must be purchased. Once purchased, be
sure to write down the product key. Make sure you find the correct installer.

Installation checklist
The order of installation is as follows:

1. Install the SQL database (Express or Enterprise).
2. Install SQL Server Management Studio (SSMS).
3. Configure the instance with SSMS.
4. Install Device Manager and connect it to the database.
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System Requirements

Prerequisites
• .NET Core 2.1.3

.NET Core installation prerequisite: Microsoft Visual C++ Redistributable for Visual
Studio 2015

• Internal database: Embedded Firebird
• External database: Microsoft SQL 2008 R2/2012/2014/2016/2017 Express/

Standard/Enterprise editions

.NET Core is included in the installer package. For .NET Core to work
properly, your system must have all the latest Windows updates.

Supported OS
• Microsoft Windows 7, 8/8.1, 10
• Windows Server 2008 R2, 2012, 2012 R2, 2016, 2019

You may encounter an issue in installing Device Manager on Windows 2008 R2 OS.
Use the following environment and follow the additional instructions:

• Make sure that .NET Framework 4.6.1 is included in Windows updates.
• Windows Server 2008 R2 SP1 or higher should be used.
• Microsoft Visual C++ Redistributable for Visual Studio 2015 Update 3 should be

installed.
• The Device Manager service may not start after the installation is completed.

Restart your computer to start the service.

Supported browsers
• Google Chrome 52 and higher
• Microsoft Internet Explorer 11
• Microsoft Edge for Windows
• Firefox 53 and higher
• Safari-compatible
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Standard configuration hardware requirements

Recommended hardware Number of supported
devices

Database

• 4GB RAM
• 2 cores (physical)
• 1.5GHz CPU

Up to 100 devices Internal

• 6GB RAM
• 4 cores (physical)
• 3.6GHz CPU

Up to 300 devices Internal/External

• 32GB RAM
• 8 cores
• 2.2GHz CPU
• 1000Mbps gigabit

Ethernet adapter

Up to 10,000 devices External
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and Setup

SQL Database Installation and Setup

Microsoft SQL Server 2016 express installation
This section describes how to install Microsoft SQL Server 2016 Express. For more
information, refer to official Microsoft documentation. This is a free version of Microsoft
SQL but it has a storage limitation. If you are installing Microsoft SQL Server 2016
Enterprise, go to the next section.

1 Launch the SQLEXPRESS 2016 installer.

2 Select the Basic option.

3 Select Accept to accept the license terms.

4 Accept the installation location, or browse to select a location.

5 Select Install.

6 Once the installation is complete, select Install SSMS. Proceed to SQL Server
Management Studio (SSMS.)

Device Manager 3-1



 SQL Database Installation and Setup

Microsoft SQL Server 2016 Enterprise Installation

Enterprise installation: Mixed authentication mode

This section describes how to install Microsoft SQL Server 2016 Enterprise with
mixed SQL Server and Windows authentication modes. For more information, refer to
official Microsoft documentation. This is a paid version of the database and requires a
product key. It is assumed that the user will already have the installer package. If you
are installing the free version of the software, go to the previous section.

1 Launch the Microsoft SQL Server 2016 Enterprise installer.

2 On the left panel, select Installation.

3 On the SQL Server Installation Center page, select New SQL Server stand-
alone installation or add features to an existing installation.

4 When Install Rules is completed, select Next. If warnings appear, you can
ignore them.

5 On the Product Key page, select Enter the product key and enter it. Select
Next.
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6 On the Instance Configuration page, Default instance is selected. If you want to
customize the name, select Named instance and enter the name. Select Next.

7 No changes need to be made for Server Configuration. Select Next.

8 On the Database Engine Configuration page, in the Authentication Mode
section (1), select Mixed Mode (SQL Server authentication and Windows
authentication) and enter a password for the system administrator account.

9 Under Specify SQL Server administrators, select Add Current User (2) to add
the user currently logged on the computer, or select Add to specify another
user. Select Next.
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10 On the Ready to Install page, review your settings. Select Install.

11 On the Installation Progress page, select Next when the installation is
completed.

12 On the Complete page, select Close.

13 On the SQL Server Installation Center page, select Install SQL Server
Management Tools. See the next section for further instructions.
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SQL Server Management Studio (SSMS) installation
SQL Server Management Studio (SSMS) is needed to easily manage the SQL
database permissions.

https://docs.microsoft.com/en-us/sql/ssms/download-sql-server-management-studio-
ssms

1 Run the SQL Server Management Studio installer.

2 Select Install.

3 Once the installation is finished, select Restart. At this point, the installer
already created an instance. If there is no Restart button, manually restart the
computer.

Configure database instance with SSMS
Before installing Device Manager, you need to create a user and set up server
authentication on SSMS to manage Microsoft SQL Server 2016. You will need this
information later to connect Device Manager to the SQL database.

Configure SSMS to the SQL server
1 Run SSMS.

2 In the Server name list, select Browse for more.

3 Select a database under Database Engine.
If you have more than one instance, select the newly installed instance for
Device Manager.
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4 Select OK.

Communication with Device Manager: Mixed Mode
Authentication

1 Run SSMS.

2 Navigate to Access Security > Logins. Right-click NT AUTHORITY\SYSTEM.

3 Select Properties.

4 Select Server Roles and then select dbcreator. Public should be selected by
default. Select OK.

The dbcreator role should be associated with a user account (may
be a domain user account), which Device Manager will use to
connect to the database. If that account is a domain user account,
refer to Add a Domain User: Windows Authentication Mode.

5 Right-click on the database, and select Properties.

6 In the left pane, select Security.
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7 In the Server authentication section, select SQL Server and Windows
Authentication mode and select OK.

8 Select OK.

9 Restart the SQL Server service under Services.

Enterprise installation: Windows authentication mode

This section describes how to install Microsoft SQL Server 2016 Enterprise
with Windows Authentication. For more information, refer to official Microsoft
documentation. This is a paid version of the database and requires a product key. It is
assumed that the user will already have the installer package. If you are installing the
free version of the software, go to the previous section.
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1 Launch the Microsoft SQL Server 2016 Enterprise installer.

2 On the left panel, select Installation.

3 On the SQL Server Installation Center page, select New SQL Server stand-
alone installation or add features to an existing installation.

4 When Install Rules is completed, select Next. If warnings appear, you can
ignore them.

5 On the Product Key page, select Enter the product key and enter it. Select
Next.

6 On the Instance Configuration page, Default instance is selected. If you want to
customize the name, select Named instance and enter the name. Select Next.

7 No changes need to be made for Server Configuration. Select Next.
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8 On the Database Engine Configuration page, in the Authentication Mode
section (1), select  Windows authentication mode.

9 Under Specify SQL Server administrators, select Add Current User (2) to add
the user currently logged on the computer, or select Add to specify another
user. Select Next.

10 On the Ready to Install page, review your settings. Select Install.

11 On the Installation Progress page, select Next when the installation is
completed.

12 On the Complete page, select Close.

13 On the SQL Server Installation Center page, select Install SQL Server
Management Tools. See the next section for further instructions.

Configure SSMS to the SQL server
1 Run SSMS.

2 In the Server name list, select Browse for more.
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3 Select a database under Database Engine.
If you have more than one instance, select the newly installed instance for
Device Manager.

4 Select OK.

Communication with Device Manager: Windows
Authentication

1 Run SSMS.

2 Navigate to Access Security > Logins. Right-click NT AUTHORITY\SYSTEM.

3 Select Properties.

4 Select Server Roles and then select dbcreator. Public should be selected by
default. Select OK.

The dbcreator role should be associated with a user account (may
be a domain user account), which Device Manager will use to
connect to the database. If that account is a domain user account,
refer to Add a Domain User: Windows Authentication. Mode

5 Right-click on the database, and select Properties.

6 In the left pane, select Security.
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7 In the Server authentication section, select Windows Authentication mode
and select OK.
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8 Select OK.

9 Restart the Device Manager database service.

Add a Domain User: Windows Authentication Mode
1 Run SSMS.
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2 Open the Security folder, right-click the Logins folder, and select New Login.

3 In the Login - New / General dialog, select Windows authentication and select
Search....
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4 In the Select User or Group dialog, select Advanced....

5 In the dialog that opens, select Locations....

6 In the Locations dialog, select Entire Directory and select OK.
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7 Select Find Now. Select a user account from the search results, and select OK.

Device Manager 3-15



 SQL Database Installation and Setup

8 Select OK.

9 The selected domain user displays on the Login - New / General page.
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10 Select Server Roles, select dbcreator (public will already be selected), and
then select OK.
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Device Manager installation

Once the SQL Server is installed and configured, you can install Device Manager.

1 Run the installer.

2 Select Accept.

3 On the Choose Destination page, accept the installation location, or browse to
select a location. Select Next.

4 On the Confirm Settings page, confirm your settings, and select Install.
If previously stored files are detected, choose how to handle them.

• Select Yes to use configuration files from the previous installation, such as
AuditLogs, DeviceUser, and Certificate.

• Select No to remove the previous files and replace with new configuration
files.

5 Once the installation is complete, select Finish.

6 On the Restart Your Computer page, select Finish to restart your computer
immediately, or you can restart later.

Firewall configuration
When Device Manager installation is completed, the following ports should be
accessible.

Device

Destination Port
Number

Protocol Description

80 TCP
(HTTP)

Device home page

161 UDP
(SNMP)

To request data from a device

162 SNMP To request SNMP Trap data from a device

443 TCP
(HTTPS)

Device secure home page

9000 TCP Computer with local USB agent

9090 TCP
(HTTP)

To request data from a device
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Destination Port
Number

Protocol Description

9091 TCP
(HTTPS)

To request data from a device

9100 TCP To send a firmware upgrade PRESCRIBE
command to a device, enable the Raw Port option
on the Device Operation panel.

Device Manager

Destination Port
Number

Protocol Description

800-899 TCP
(HTTP)

To request the firmware files from the Device
Manager server by a device

9191* TCP
(HTTP)

Device Manager web page

9292* TCP
(HTTPS)

Device Manager secure web page

9595 TCP
(HTTP)

To manage internal Device Manager operations

If Device Manager is used in a private network environment, the Firewall
setting has to change to private.

*After installing Device Manager, check that these two ports (9191 and
9292) have been added.

External Server
(Only applicable if Database and Device Manager are installed on separate
computers)

Destination Port
Number

Protocol Description

25 TCP
(SMTP)

Simple Mail Transfer Protocol (SMTP) port

1433 TCP Microsoft SQL database server default port

Best practices before upgrading to a new version

Have two environments
Having two environments is recommended: one, your current system; the other, a new
installation running in parallel. Too many organizations do not make the time or have
the infrastructure to support two environments running at the same time. Having a
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separate installation for the new software version provides a fail-safe method in case
something goes wrong during the upgrade process. With two environments, users
would not be impacted and administrators are able to confidently test all the required
features without any impact on the current environment.

Always make backups
Software compatibility is a critical component of the upgrade process. Therefore,
before upgrading, the new version needs to be checked to make sure that it can
operate with other peer and dependent software within the enterprise. If any software
is not compatible or supported, a decision needs to be made if that software needs
an upgrade of its own. It is not uncommon for IT to be managing several upgrades
simultaneously to ensure compatibility between different vendors’ software.

Backup all current data and user information in the following databases:

• Microsoft SQL (Device Manager database)
• Firebird (Device Manager database)

Plan, test and execute
Upgrading enterprise software can be complex and requires a lot of processing
and planning; upgrading needs to be treated and managed as a project. A project
manager would be required to get business and technical buy-in, plan the different
activities from installation, testing, and cut over, and execute the activities by
performing regular status checks. Resources would need to be assigned to do
regression testing particularly those programs which touch other systems, which
are critical to the business operation and which are complex in terms of logic and
application.

Be sure to choose the correct database options used in the current environment.

There are currently two database options:

• Microsoft SQL
• Firebird

Upgrade
When upgrading, you must choose the same database.

1 Select Setup.exe.

2 Select Accept to accept the license agreement.

3 Select Upgrade to perform the upgrade process.

4 Once the upgrade is complete, select Next.

5 On the Restart Your Computer page, select Yes, restart my computer now, and
select Finish to complete the upgrade.

After restarting the computer, make sure the Device Manager service is
running and firewall Inbound Rules are in place.
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Be sure to clear the browser cache after completing an upgrade.

Data is retained when you select the same database type during an
upgrade.

Connect Device Manager to internal database (Firebird)
If you are using the internal Firebird database with Device Manager, follow these steps
to configure it when starting Device Manager for the first time.

1 Use the Device Manager shortcut on the desktop to open a browser (see
supported browsers in System Requirements) and browse to the Device
Manager instance. If accessing via URL, enter https://localhost:9292/

2 On the End User License Agreement page, select Accept & Continue to
accept the License Agreement.

3 On the Anonymous Data Collection page, select a participation option. Select
Apply.

4 On the Database Setup page, select the radio button for Internal database.

There will be a warning about selecting a slow database and a limit on number
of supported devices.

If using the internal Firebird database, we recommend that you not
plan to support more than 300 devices.

5 Select OK.

Device Manager configures the local Firebird database, which can take a few
minutes.

Once the database is established, the Device Manager user interface appears.

Connect Device Manager to SQL
If you are using an external SQL database with Device Manager, follow these steps to
configure it when starting Device Manager for the first time.

The Device Manager service might take some time to start. Check
Windows Services to confirm that the Device Manager service started
before opening Device Manager in the browser.

1 Use the Device Manager shortcut on the desktop to open a browser (see
supported browsers in System Requirements) and browse to the Device
Manager instance. If accessing via URL, enter https://localhost:9292/

2 On the End User License Agreement page, select Accept & Continue to
accept the License Agreement.

3 On the Anonymous Data Collection page, select a participation option. Select
Apply.
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4 On the Database Setup page, select Test Connection and to automatically
populate the server (local) or enter specified server (computer name\instance
name).

This assumes the SQL Server is installed on the same local system
as the Device Manager application.

5 If the test is successful, select OK.

Once the connection is established, the Device Manager user interface appears.

Check SQL connection on Device Manager

If Device Manager connects correctly to the SQL database, the System tab in Device
Manager should look like the screenshot below regardless of the database version.
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This assumes there is only one SQL database instance installed on the
system.

Making a domain user a local administrator

1 Open Windows Computer Management with administrator rights, expand Local
Users and Groups, select Groups and then open Administrators.
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2 Select Add in Administrator Properties.

3 Select Advanced... in the Select Users, Service Accounts, or Groups dialog.
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4 In the next dialog box, select a target domain as a location, select Find Now,
select a target user account, and select OK.

5 Select OK in the Select Users, Computers, Service Accounts, or Groups dialog.
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6 The selected domain user is added in the Administrators Properties window.
Select OK.
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7 Modify Windows Local Group policy using the Group Policy console to match
the following screens.

8 Restart the Device Manager host.

Final Configuration Items
• Make desired changes to security settings in System > Security
• Configure SMTP for sending messages and notifications in System > SMTP.
• Configure Notifications.
• Change the password. If you are logging into a remote server or have configured

security settings to require login for a local device installation of Device Manager,
change the Admin password.

Password requirement is 4 characters with at least one lower case letter,
one uppercase letter, one number, and one special character. An error
message appears if your password does not meet these requirements.

4-10 Installation and Upgrade Guide



5   Local Device Agent (LDA)
Local Device Agent (LDA)

In order for Device Manager to be able to discover printers that are connected to
computers by USB cables, install the Local Device Agent on each computer with a
USB-connected printer.

LDA prerequisites
• .NET Framework v4.0 or later is installed.

See Microsoft for access to .Net downloads.

• Remove the printer to be managed with LDA from Device Manager, if it was
previously added.

• Connect the printer directly to the computer with a USB cable.
• Reboot the computer.
• Install the latest version of KX Driver on the computer with the USB-connected

printer.

Status Monitor must be disabled. The LDA service cannot be used at
the same time with other utilities, such as Status Monitor.

LDA: KX Driver express install

1 Select Express Install from the KX Driver Product Library.

2 Select the printer that is connected by USB cable from the list and clear Status
Monitor 4.
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3 Select Install.

4 Select Finish when the installation is completed.

Install LDA
Install LDA on the computer with the USB-connected printer.

1 Log in to Device Manager.

2 Download LDA from Device Manager.

3 Unzip the downloaded package.

4 Run Setup.exe to install LDA.
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5 Select Next on the first install screen.

6 Select Install on the Confirm Settings screen.

7 When installation is completed, select Close.

8 Verify that the Local Device Agent service is running under Windows Task
Manager.

Discover USB-connected printer in Device Manager
1 Log in to Device Manager.

2 Select Add Devices now after verifying that the printer to be discovered is not
in sleep mode.

3 Select By IP address or host name as the Discovery method.

4 In Target, enter the IP address of the computer with the USB-connected printer.
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5 Make any necessary changes to other settings on the Add Devices screen, and
then select Run.

The Discovering Devices Successful screen displays.

Device Manager now displays the added USB printer in the Device list.

After installation of the LDA, Device Manager can monitor Device information, Status,
Counter, Consumables, and Alerts on the device. Communication settings and
location are not editable.
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The device home page cannot be opened from Device Manager for USB-
connected devices. The LDA service cannot be used at the same time
with some other utilities, such as the Status Monitor. If the LDA service
does not start, try disabling the Status Monitor and restarting the LDA
service.
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Troubleshooting

Establishing a remote connection with Windows Authentication

Error message
"A network-related or instance-specific error occurred while establishing a connection
to SQL Server. The server was not found or was not accessible. Verify that the
instance name is correct and that SQL Server is configured to allow remote
connections. (provider: Named Pipes Provider, error: 40 - Could not open a
connection to SQL Server)"
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The following are possible ways to resolve this issue. All of the following
configurations are made on the computer running the SQL Server 2008 - 2016
instance.

Allow remote connections to the server

Check that Remote Connections are enabled on the SQL Server database. In SQL
Server 2008 - 2016 do this by opening SQL Server Management Studio (SSMS).
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1 Open Server Properties.
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2 Navigate to Connections and confirm that Allow remote connections to this
server is selected.

3 Check to see if this solves the problem.

Protocols for MSSQL Server

Check the SQL Server Network Configuration.

1 Open the SQL Server Configuration Manager.

2 Unfold the node SQL Server Network Configuration.

3 Select Protocols for MSSQL Server (the name of your SQL Server instance).
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4 Confirm that TCP/IP is enabled.

Check Firewall

If there is still no communication happening between the computer and the remote
SQL Server, configure the firewall settings. Start by checking which port is being used
by TCP/IP.
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1 Navigate to TCP/IP Properties.

2 Open that port in the Firewall.

3 Navigate to Computer Management to confirm that the SQL Browser service is
running, and set to Automatic.
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4 Open Properties for the SQL Service Browser to change the Startup Type.

5 Restart the MSSQL Server service.

MSSQL is a Microsoft product. All resources are on the Microsoft website.
Connections issues most likely relate to permissions and/or environment
settings.
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